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8 best practices 
for cost optimisation  

in Microsoft Azure 
How to extract the most value from Microsoft Azure,  

save your business money and boost performance.
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In 2017, Azure adoption almost doubled 
from 26% to 43% in enterprises and 
an incredible 95% of organisations are 
running applications or experimenting 
with Infrastructure as a Service (IaaS).1 

There is no doubt that cloud adoption is growing 

fast – and for good reason. Azure is renowned 

for its speed, flexibility and resilience; and it 

boasts the highest amount of security and 

privacy certifications of any cloud provider.  

Azure empowers workers to be more productive, 

it enables cognitive learning and AI, and it can 

ultimately transform businesses. 

Yet, as more organisations shift workloads and 

processes to the cloud, it becomes even more 

important that work be done to reduce the cost 

of cloud adoption. Put simply, organisations are 

paying too much – there are easy ways to save, 

if you know where to look.
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1. Forbes. ( 2017). RightScale 2017 State of the Cloud Report. [Online] Available at: https://www.forbes.com/sites/louiscolumbus/2017/02/18/rightscale-2017-state-of-the-cloud-report-azure-gaining-in-
enterprises/#2e611ed18481
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EXPERTISE DRIVES SUCCESS 

Data#3 is Microsoft’s largest Australian partner, and has 
unparalleled competencies in Azure, licensing, system 
integration and managed services. Our Cloud Migration 
Framework has been proven to successfully guide and 
support customers throughout their end-to-end Azure 
journey – from understanding and planning, to operating 
and optimising. 

HEALTH CHECKS REVEAL ALL 

As one of the most experienced cloud services providers 
in Australia, Data#3 has deep experience in working with 
organisations across all stages of their cloud journey. It’s 
why Microsoft chose Data#3 to assist their customers to 
transition to Azure.  

We have found that running cloud health checks which 
assess and monitor the state of customers’ cloud 
adoption is the best way to identify critical issues. 
Customers may have incorrectly setup or configured their 
Azure subscription, have security vulnerabilities or are 
ultimately paying too much.

“After reviewing the many health checks we have 
performed on customers’ Azure instances, we 
found that a staggering 75% of customers 
are paying too much for Azure. Of those 
customers, some are overpaying by as  
much as 70%.” 2 

– Scott Gosling, National Practice Manager - Cloud, Data#3

To us, it’s clear that organisations need help in 
optimising their Azure instances, to reduce costs without 
compromising performance. The good news? It can 
be done ... you just need to know how. This paper 
draws upon observations from health checks we have 
performed for our customers, plus expert insights from 
our Azure team, to help you identify ways to save on 
your Azure instance. 

CONSIDERING A MOVE TO THE CLOUD?

If your organisation is at the start of its cloud journey, 
take five minutes to read 4 Key Considerations for Azure 
Decision-Makers, too. This white paper reveals how 
to minimise uncertainty and maximise return for your 
business when choosing an Azure pathway and partner. 

2. Data collected by Data#3 from 100 Azure customer engagements over a 12 month period in 2018 to 2019.
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Protect your investment  
in Azure

Before you do anything else, make sure that 
you have the right levels of security, backup 
and availability in place for Azure. Ultimately, 
protecting your data, security and continuity is 
your responsibility – irrespective of whether the 
workload resides on-premises or in the cloud.

1. YOUR CONTROLS AND POLICY SHOULD 
FOLLOW THE DATA TO THE CLOUD

Cloud infrastructure is hugely beneficial to organisations 
looking to shift workloads to an elastic pool of resources 
that can collapse and expand as demand requires.  
This is made simpler with robust monitoring and the 
ability to only pay for what you use; and you gain huge 
flexibility and the capability to manage, deploy and 
control infrastructure from almost anywhere at any time.

But with flexibility comes great responsibility: security.

Upgrade your Azure Security Centre

The basic (free) version of Azure Security Centre 
provides unified security management and advanced 
threat protection across hybrid cloud workloads,  
so you can:

· understand your security state across both  
on-premises and cloud workloads

· find vulnerabilities and remediate quickly
· limit your exposure to threats
· detect and respond swiftly to attacks

These features provide a fairly good level of security as 
standard, but when it comes to critical data, fairly good 
needs to become excellent. 

Through our engagement with customers, it has become 
evident that there is a lack of understanding about 
Azure’s built-in security mechanisms. Many Azure users 
think that the free version of Azure Security Centre 
will suffice. While the free version is good, Data#3 
recommends that all Azure users upgrade from the 
free version to the paid version. The upgrade to Azure 
Security Centre (standard tier) unlocks much richer 
security features at minimal cost, and will cover both 
hybrid and Azure resources (the free version only covers 
Azure resources). 

The paid version unlocks features like just-in-time virtual 
machine access, advanced logging, advanced threat 
detection and threat intelligence. Based on machine 
learning, it adds a new level of security to your system.

The cost of Azure Security Centre (standard tier) is just 
$15 per node per month, and you pay extra for anything 
above 500MB per day. It’s possible to share this data 
limit across a number of resources – as long as each 
resource is connected to the service – helping you to 
spread the load. It’s a small price to pay for premium 
security.

Consider this hypothetical. A shipping company uses 
the free version of Azure Security Centre. Alerts are 
recorded in Active Directory and reveal multiple user 
accounts marked as high risk, showing active logons 
from foreign countries. So far, so good. However, by 
the time the IT admin reviews the historical report and 
identifies the issue, attackers have sent out fake invoices 
to the entire customer base. If they were paying for the 
standard version, the Security Centre could have blocked 
the secondary logon and/or triggered multi-factor 
authentication – blocking the bad guys before they  
got started.

Of all customers Data#3 delivered 
health checks for, only 22% had 
Azure Security Centre.3

3. Data collected by Data#3 from 100 Azure customer engagements over a 12 month period in 2018 to 2019.
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2. STAYING AVAILABLE EXTENDS TO THE CLOUD

A business continuity strategy is vital to organisational 
resilience, and organisations rightly invest in rock-solid 
continuity strategies for on-premises systems. Security 
updates, patching, backups, server monitoring and 
more are standard continuity practices. But what about 
in Azure? Do Azure virtual machines need the same 
maintenance and care? 

Take ownership of business continuity

While Microsoft provides a fantastic set of tools for 
security and high availability, the configuration and 
management is your responsibility. Some Azure 
customers fall into the trap of thinking that Microsoft 
takes care of everything, which is incorrect. Once you 
start deploying a virtual machine with a publicly-facing 
network interface, it’s your responsibility to protect this 
virtual machine. 

Storage and backup

While every Azure storage account is provided with 
replication by default, what do you do if a bad actor 
compromises your subscripton and encrypts your data?  
The Azure locations replicate your data so that it’s highly 
available – but if the data in one of those locations gets 
corrupted or compromised, it will replicate across all 
configured locations. 

Many customers mistakenly believe that Azure backs up 
your data by default. While it does replicate your data, 
you need to extend your continuity strategy, processes 
and tools to encompass Azure as well as your on-
premises environment. 

The good news is that there are many different types 
of storage and backup tools available. Data#3 can help 
you choose the most cost-effective option – adhering 
to the 3-2-1 rule, with three copies in production data, 
two on different types of media and one off-site – that is 
optimised to the specifics of your workloads. 

Availability

Then there’s the issue of availability. Many customers 
believe that availability is built-in to Azure by default. 
While it’s true that you do get replication as we 
mentioned before, you don’t get machine-level 
availability. 

Without a second virtual machine in an availability group 
or a virtual machine with premium disks, an SLA is not 
available for your resources. Just because it’s in the 
cloud, a resource isn’t always available. It’s up to you 
to make it highly available, either by having two virtual 
machines with the same purpose inside an availability 
set (to achieve 99.99% SLA) or by using premium disks 
(99.95% SLA). All of your production workloads should 
use at least one of the two. 

69% of customers assume 
that their cloud provider is 
responsible for backing up 
their workloads.4

4. Veritas. (2017). Veritas ‘Truth in Cloud’ Research. [Online] Available at: https://www.veritas.com/content/dam/Veritas/docs/reports/veritas-truth-in-cloud-results-analysis.pdf



Right-size your investment  
in Azure

Ditch the lift-and-shift mentality and start seeing 
Azure for what it really is – a highly scalable and 
adaptable solution that can be right-sized for 
your organisation’s specific needs, right now. 
Once you start looking at Azure this way, there 
are cost savings at every turn.

3. HAND TO GLOVE, YOUR AZURE INSTANCE 
SHOULD BE A PERFECT FIT

Azure is not one-size-fits-all. One of the great features of 
Azure is its ability to easily scale up or down depending 
on your current needs. 

When you first move to Azure, a common mistake we 
see is customers who just lift-and-shift their on-premises 
environment to cloud. This has proven time and time 
again to be costly and doesn’t make the most of Azure’s 
hyperscale environment. 

Many of those who run heavily virtualised infrastructure 
on-premises have no real idea of the cost of that virtual 
machine when first installed. They overprovision to avoid 
virtual machine failure if capacity limits are reached. 
It’s only when they go to cloud that they get an idea of 
the true cost, paying for overprovisioned infrastructure 
by-the-minute and often leads to bill shock.

Data#3 helps customers who are about to embark on a 
migration or build a new app in the cloud to choose the 
right size for their workload, ensuring the appropriate 
configuration and associated costs per workload. 

Monitor and autoscale

Beyond the migration, it’s important to continue to 
monitor your Azure instance to make sure it performs 
as desired. Azure Advisor is helpful here. This free, yet 
often underutilised tool, scans your environment and 
resources, making recommendations around availability, 
performance, security and cost. 

You can also use Azure’s incredible autoscaling engine to 
inject elasticity and agility into your infrastructure. To our 
previous point about overprovisioned virtual machines, 
we repeatedly see customers who are unaware that they 
can set triggers to autoscale their Azure instance up or 
down based on thresholds such as dates or percentage 
utilisation. 

For example, if you’re running a large marketing 
campaign directing traffic to an eCommerce website, 
you can autotrigger the system to scale out to a virtually 
infinite number of servers, sized to your requirements 
for the big event, then scale right back down again 
once the increased site traffic has passed. It’s all done 
automatically – saving you time, resources and the cost 
of running virtual machines when you don’t need them. 

6
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4. YOUR AZURE SUBSCRIPTIONS SHOULD 
ALIGN TO YOUR ORGANISATIONAL STRUCTURE

The way you set up your Azure subscriptions can save 
you money, or end up costing you if it’s not set up 
properly. Ideally, your Azure subscription topology should 
align to your business, with everything containerised in 
these subscriptions. This way, it’s all portable – in case 
the business changes. 

The best way to explain this is with an example.   

The fictticious Contoso Group is made up of two discrete 
business units with a governing unit sitting on the top:

The major benefit of this topology is that if Contoso Group 
sold off part of their business, for instance Transport to 
another organisation, then the entire subscription can be 
detached and moved to the new incumbent Fabricam 
Group. There’s significantly less human effort – and 
therefore cost – involved in the move.

Putting Azure Scaffold to use

Azure Scaffold is a valuable tool to use from the outset 
when setting up subscriptions – to protect the business 
from human error and avoid costly mistakes down the 
track. Used as a governance tool, it sets up naming 
conventions, policies and rules to make sure that a 
subscription is not open to vulnerabilities. 

Azure Tenant – Contoso Group

Azure Tenant – Contoso Group

Azure Tenant – Fabricam Group
Contoso Corporate

Corporate

Corporate

Corporate

Contoso 
Group

Contoso Transport

Transport

Transport

Transport

Contoso Holdings

Holdings

Holdings

Mining

The recommended subscription model to reflect the 
business structure is shown below. This model allows for 
core shared applications to be hosted and shared from 
the corporate subscription, while the other two lines of 
business can deploy their own infrastructure within each 
of their subscriptions.
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Imagine that all of your Azure resources were marbles 
in a bucket. If you needed to find the red marble quickly 
to run a report on it, it might take a significant amount 
of time to find the right one. Costs can escalate while 
you waste time looking for what you need. This is where 
tagging comes in. It’s used to identify and organise 
your resources in Azure so you can find what you need, 
fast. Further, tagging helps you report on resources 
accurately – it’s a powerful cost-management tool. 

To help you understand tagging, let’s look at an 
example. Say you’re deploying App X which is 
comprised of a web server, a load balancer, a virtual 
firewall, virtual network and so on. By tagging each of 
these resources with App X, you can then use Power BI 
to generate a report that shows exactly how much App 
X has cost the business for the last six months across all 
of the application’s composite parts. 

Without tags, you don’t have clear granularity, and there 
is a lot of manual leg-work required to work out the 
application’s true cost. The same would apply at a business 
unit level to determine usage for chargeback billing.

If you have a tag policy in place that requires employees 
to put their names against resources they use, you can 
run reports to see who is using what. You might discover 
that John Smith has deployed a number of resources 
that are tipping your Azure spend into the red, when in 
fact he didn’t need those resources to get his job done. 

Nearly every resource type within Azure can be tagged 
and a per subscription policy can be employed to enforce 
tagging. Multiple tags can also be used for individual 
resources therefore increasing reporting granularity.

5. WITH SUBSCRIPTIONS STREAMLINED, 
IT’S TIME TO START TAGGING YOUR  
AZURE RESOURCES
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6. SAVE ON STORAGE – OVERSPENDING IS  
A COMMON MISTAKE

Choosing the right style of storage for your workload 
and then rightsizing that storage for your needs is 
a simple way to save. Through the health checks 
we’ve performed, Data#3 consistently sees a lack of 
monitoring and capability in deploying the right storage 
services. It’s clearly evident that storage presents a real 
opportunity to save. Beware of scrimping on storage to 
save money – if you choose the wrong storage tier, it 
could impact your end users. 

Azure offers a range of durable, highly available and 
massively scalable storage solutions: file, disk, blob, 
data lake storage and archive. These different solutions 
suit different needs, and are flexible for when your  
needs change. 

The challenge lies in selecting the right storage for your 
needs – which is where Data#3 can help. For something 
that’s highly transaction-based, you should pay for 
premium storage to ensure you get the performance 
you need. But do you need premium storage for your 
backups? Probably not. You could use standard storage 
to get the same result while saving money. It’s the in-
between cases where we find customers paying much 
more than they need to. 

All Azure instances should use Azure Monitor and 
Azure Advisor to track storage, set alerts and take 
proactive action. With these tools in place, you’re in a 
better position to ensure you aren’t paying too much for 
storage. Or, worse, that performance is compromised 
because the storage you chose is the wrong type for 
your demands.

In over 50% of cases 
where Data#3 has delivered 
health checks, we have 
found customers with 
incorrect storage tiers 
configured, with particular 
confusion on the use of 
premium storage and 
Geographically  
Redundant Storage.5

5. Data collected by Data#3 from 100 Azure customer engagements over a 12 month period 
in 2018 to 2019.



7. YOUR VIRTUAL MACHINES SHOULD HAVE  
THE WEEKEND OFF TOO

A great way to cut costs with Azure is to shut down 
machines that aren’t mission critical across the weekend 
or after hours. 

If you’re in the PAYG model – that is, you didn’t apply 
Azure reserved instances and are not paying upfront 
for virtual machines – then you don’t need 99.99% 
uptime on your infrastructure. For example, say you’ve 
got a SQL database cluster with one active node and 
one passive node. The second node is only there for 
a failover event. You could argue that having both up 
all the time, even with one shut down after hours, still 
satisfies 99.99% uptime because the service still runs. 
By shutting down the secondary virtual machine after 
hours, you are saving 12 hours of runtime for that virtual 
machine every day. 

If your infrastructure is non-mission critical (such as 
development/test machines), you could consider 
shutting it down at 5pm and bringing it back up at 8am, 
or setting up a mechanism to only start these machines 
on demand. It’s a proven way to realise cost savings. 

While you’re at it, suspend any dormant virtual 
machines. Azure Monitor and Azure Advisor are useful 
here, tracking in-out traffic, CPU usage and more to 
provide useful reports on dormant machines and help 
you identify those that could be switched off.

“The biggest cost blow-out we see?  
Virtual machines being left on when  
they shouldn’t be.”

– Leon Scott, Microsoft Azure Consultant, Data#3

In an environment that 
includes two or more 
application components 
on multiple VMs that 
support a distributed 
workload, it is important 
to consider the sequence 
in which components are 
started and stopped.  
Use Tags to start/stop  
in sequence.

10
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Get the best deal on your investment in Azure

Many customers have no idea that discounts or entitlements are available with Microsoft Azure, and 
therefore miss out on huge savings. Data#3 has found that customers are spending up to 70% more  
than they need to.6

Azure Hybrid Benefit

The first benefit – often missed by customers – is the Azure 
Hybrid Use Benefit (AHUB). As Microsoft’s largest Australian 
partner, Data# 3 understands how you are licensed and if 
the AHUB benefit applies to you; we can assess the relevant 
services (which include virtual machines, App Services, 
SQL Servers and Azure SQL Server) and have the AHUB 
entitlement applied, if you’re eligible.  

To provide an idea of the saving, a D1 v2 virtual machine 
runs at $0.178 per hour without the benefit applied. 
It comes down to $0.107 per hour with AHUB. That’s 
a dramatic saving of over 60%. If you have software 
assurance, then you could be essentially paying twice 
the amount you need to.

Azure Reserved Instances 

Then there’s Azure Reserved Instances (RIs). Compared 
to PAYG prices, RIs help you reduce costs by up to 72% 
– all it takes is some planning. You need to commit to 
use that instance for a one-year or three-year term for 
a Windows or Linux virtual machine, an App Service 
or SQL Databases. RIs are great for applications with 
steady-state usage and those that require reserved 
capacity, with a significant saving.

One major benefit of RIs is that they can help you 
maintain a CAPEX model if that is the preferred approach 
for year-on-year budgeting. Pay up front, realise the 
savings over a three-year term and control your costs.

When you combine the cost savings gained from Azure 
RIs with the added value of AHUB, you can save up to 
82% on your Azure investment.7

Save up to 82% with Azure Hybrid Benefit with 
Windows Server + Azure Reserved Instance  
VM Instances (RI)7

8. IF YOU WERE OFFERED A BIG DISCOUNT, 
YOU’D TAKE IT, RIGHT? 

There are a number of ways that you can save with 
Azure. To make sure that you are not overpaying and 
that your Azure licenses are correctly structured for your 
needs, lean on an expert partner like Data#3.

Pay As 
You Go 
(PAYG)

Azure 
Hybrid 
Benefit

40% 
savings 
over on- 
premises

Azure RI

Up to 
72%
3-year 

discount  
vs. PAYG

Azure RI 
+ Azure  
Hybrid 
Benefit

Up to 
82% 
3-year 

discount 
vs. PAYG 
+ Azure 
Hybrid 
Benefit

Cost

$ $ $

$ $

$

6. Data collected by Data#3 from 100 Azure customer engagements over a 12 month period in 
2018 to 2019.

7. Microsoft. (2017). Azure Cost Savings. [Online] Available at:  
https://www.data3.com/knowledge-centre/infographic/azure-cost-savings



The more you modernise, the lower your  
operational costs

Cost
On - premises

IaaS

$ $ $

$ $

$

PaaS

15-20% 
savings over  
on-premises*

35% over  
on-premises,  

15% over VMs

*Based on assupmtions using the Azure cost calculator

Use Azure Migrate and total cost of ownership analysis to 
better understand what gains can be achieved by moving 
to Azure.

Free extended support for Windows 2008/2008 R2

If your business uses Windows 2008 or 2008 R2, or 
SQL Server 2008, you may be aware that these server 
editions are coming to end of support at the beginning of 
2020. Beyond that, unless you buy an extended support 
package (which can be very expensive), your servers will 
be exposed to zero-day vulnerabilities with no ongoing 
patches available. Microsoft is now offering three years 
of extended support for free to those who migrate 2008 
and 2008 R2 servers to Azure. It means you can start 
reaping the benefits of cloud now, while you plan your 
Windows or SQL Server upgrade.

Lower subscription rates for development / test
 
Enterprise Agreement customers can run development 
and testing workloads on Azure, at a lower subscription 
rate. The reduction in cost comes from the exemption 
of license requirements for Microsoft products, resulting 
in virtual machines charged the same as Linux virtual 
machines. By avoiding the cost of licensing for the 
operating system, which is up to 40% of the cost of 
virtual machines, you can achieve further  
significant savings.

Platform as a Service

PaaS is one of Azure’s key strengths. Completely 
serverless, you don’t have to worry about infrastructure 
– no more managing the server, patching the server and 
so on. Identifying which workloads can move to PaaS is 
key, as not all workloads are fit for this environment.  
But for those that do suit a PaaS usage model, you gain 
an increased functionality at a lower cost. 

With PaaS, there are also cost savings from a resourcing 
perspective. Your IT team no longer needs to spend time 
deploying, configuring, managing and maintaining IaaS 
infrastructure. Instead, they have more time to do what 
they do best – innovate for your business and realise 
new opportunities.

12
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As Microsoft’s largest Australian partner, Data#3 has 
unparalleled experience in Azure, licensing, system integration 
and managed services. After conducting Azure health checks 
for 100 customers we have uncovered areas of optimismation 
in every instance and found the vast majority of customers 
have been overspending on their Azure environment.  

Azure health checks are the first step in Data#3’s Azure 
Resolve offering. Once your Azure costs have been reviewed 
and optimised the next step in your cloud journey is to consider 
monitoring, backup as a service, data analytics and bots.  
Ask us about Azure Resolve to learn more.

Ensure your organisation is getting the most for your Azure 
investment, book a health check with Data#3 today. 

BOOK A HEALTH CHECK

Book a health check to get the most  
from your investment.

1300 23 28 23
www.data3.com.au/azure

FOLLOW US:

       twitter.com/Data3Limited

       facebook.com/Data3Limited

linkedin.com/company/Data3

youtube.com/Data3Limited

https://www.data3.com/microsoft/microsoft-azure-health-check/

